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Secure one-way ccmninmicatlon eyetem 
Field of the Invention 

5 'The present invention relates to a system comprising a 

method for use in transmitting and receiving one or more 
signals, especially signals comprising a message and a 
code which prevent unintentional use of said message. The 
invention also relates to a transmitter cind a receiver 
10 which are included in isuch a system. . 

Background of the invention 

The present invention is developed for the purpose of 
15 providing a system for secure one-way communication via 

radio* Such a system comprises specifically a small radio 
transmitter which is attached to the key-ring of the 
user, and a radio receiver comprising control electronics 
mounted in the car which is at the disposal of the user. 
20 By using the radio transmitter, for example the door 

locks of the car are to be opened, possibly further func- 
tions of the car being triggered. 

pr^pr girt 

25 ■ 

The system of today utilizes so-called code shift to 
protect communication against intruders. This means that 
the transmitter and receiver both generate the same vary- 
ing pseudo random code which is secret to the public. 
30 When the transmitter is activated, the code will be 

transmitted together with the command to the receiver. 
The receiver checks the received code with its own gene- 
rated code, and by conformity the command from the 
transmitter will be accepted. 

35 

The problem enfaced with this solution is that if a dis- 
honest person is able to register a command from the 
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transmitter when this is outside the range of the 
receiver, this dishonestly registered command can be used 
to open the car, in the time span before the authorized 
user once more activates the transmitter towards the 
receiver. Consequently, there exists a time slot wherein 
the system is insecure. 

From DE-A-42 18 500 (Borghetto) there is known a system 
for remote control of for example door locks in a 
vehicle, especially for operating an electronic control 
means . There is used a transmitter for transmitting a 
code and a receiver checking the code prior to outputting 
an operating signal. In order to render difficult the 
copying of the code, a time variable time code has been 
included in the transmitter and receiver. A counter on 
the transmitter side has for an object to provide a time 
code which alters according to a specific pattern and due 
to counting pulses received from a control unit, and 
being based on synchronous pulses supplied by a clocking 
means. 

On the receiver side there is correspondingly provided a 
counter which has for the object to provide an alterable 
time code corresponding to the time code which is provid- 
25 ed by the counter on the transmitter side. 

In other words, from the transmitter there will be trans- 
mitted a piermanent identification code and a time code 
which is altered for example each tenth second. However, 
30 the time information according to said publication is 
included as a direct part of the coded message, which 
involves that according to the prior art there is 
achieved a relatively moderate security level. 

35 ' • 

Disclosure of the invention 



10 



15 
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The object of the present invention is to provide a sys- 
tem alleviating the previously discussed problems. 

According to the present invention said problems are 
5 resolved in a method of the type as stated in the pre- 
amble, which according to the invention is characterized 
in that to the message and/or code there is added a time 
information which in the transmitter is generated by a 
clock, and which in the receiver is checked by a syn- 
10 chronous clock. 

Appropriately, the invention can be realized in that 
there is especially used code shift by means of a pseudo 
random (quasi random) generated code, which is trans- 
15 mitted together with said message including time informa- 
tion . . 

By including said time information in a pseudo random 
rotating code, there is achieved a totally very high 
20 security level. 

Further features and advantages of the present invention 
will appear from the following description as well as 
from the appending patent claims. . . 

25 

Brief description of the drawing 

In the attached Fig. 1 there is illustrated a schematic 
principle diagram of a transmitter /receiver system where- 
30 in the present invention can find its application. 

Description of embodiments 

In Fig. 1 there is illustrated a key-ring comprising 
35 generally a transmitter 2, and more specifically a radio 
transmitter, a code generator, specifically a pseudQ 
random code generator 3 as well as a clock 4. 
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In Fig. 1 there is also schematically illustrated a con- 
trol unit 5, for exainple mounted in a car, which control 
unit 5 inter alia comprises a receiver 6, a pseudo random 
code generator 7 and a clock 8. 

5 : • 

It is to be understood that the transmitter 2 cian be of 
any appropriate type, not only a radio transmitter for 
transmitting electromagnetic waves, but also communica- 
tion signals based on sound, lights IR-waves, pressure 
10 waves, etc. . 

The. system illustrated in Fig. 1 can for example be used 
in alarm systems for car as well as for operation of 
certain functions of the car, for example opening axid 
15 . closing of car locks. 

In other words, accprding to Fig, 1 there is given ins- 
tructions for a system to be used for sending and receiv- 
ing one or more signals, specifically signals which com- 

20 prise a message or commauid, and a code included in said 

message and preventing unintentional use of said message. 
What is specific in said system according to Fig . 1 , 
wherein the present invention has been included, is that 
in addition to said code, especially a psieudo random 

25 code, there is added a time information, preferably in 

said command or message. Both . transmitter 2 and receiver 
6 have "synchronous" clocks 4 and 8, respectively. When 
the command is transmitted from the transmitter 2 the 
time information will be included, and when the command 

30 is received in the receiver 6, the time in the commemd is 

compaured to the clock 8 in the control unit 5 of the car. 
If the two points of time coincide, the command will be 
accepted by the control unit 5, and the command can then 
effect those functions which are assigned in said command 

35 or .message.' ' - 

By means of the system illustrated in Fig. 1. the command 
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. 5 . 

will become obsolete after a given time interval, which 
can be determined by the transmitter 2 and the receiver 
6. A dishonest person will consequently not be able to 
register a message and uise the latter in order to open 
5 the car prior to the obsoletion of said message* 

The clocks 4 and 8, respectively, of the transmitter 2 
and the receiver 6, respectively, can be synchronized at 
regular intervals, and the accuracy of the synchroniza- 
10 tion will state the time interval as previously dis- 

cussed. The accuracy can therefore appropriately be in 
the range of a second. 
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Patent claims 

1 . Method for use in transmitting and receiving one or 
more signals, especially signals comprising a message and 

5 a code which prevents unintentional use of said message, 
characterized in that to the message 
and/of code there is added a time information which in 
the transmitter is generated by a clock, and which in the 
receiver is checked by a synchronous clock. 

10 . ' 

2. Method as claimed in claim 1, 

characterized in that there is especially 
used code shift by means of a pseudo random (quasi ran- 
dom) generated code, which is transmitted together with 
15 said message including time information. 

3. Method as claimed in claim 1 or 2, 

characterized in that when the command is 
received in the receiver, said command is compared with 
20 the receiver clock, and upon coincidence between said two 
points of time the command will be accepted. 

4. Method as claimed in any of the claim 1-3, 
characterized in that said command 

25 becomes obsolete after a given time interval which can be 
determined by transmitter (2) and receiver (6). 

5. Method as claimed in any of the preceding claims, 
characterized in that the accuracy of the 

30 synchronization is in the range of approximately 1 sec. 

6. Transmitter and receiver for use in transmitting and 
receiving one or more signals, especially signals com- 
prising a message and a code which prevents unintentional 

35 used of said message, 

o h a r a c t e r i z e d in that said transmitter 
(2) communicates with a clock (4) which generates a time 
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information when the transmitter transmits a message/- 
command, and that said receiver (6) checks the message/- 
command in relation to a synchronous clock communicating . 
with said receiver (6). . 

. 5 ■ . 

7. Transmitter as claimed in claim 6, 
characterized in that said transmitter 
(2) communicates with a pseudo code generator (3) which 
generates a pseudo random (quasi random) generated code, 

10 and that said code is transmitted together with a time 
information provided by said clock (4). 

8. Receiver as claimed in claim 6 or 7, 
characterized in that said receiver (6) 

15 is adapted together with said synchronous clock (8) and a 
pseudo random code generator (7) to comparing said 
received message/command and upon coincidence between 
said two points of time to accept said command/message. 

20 9« Transmitter and receiver as claimed in any of the 
claims 6-8, 

characterized in that said transmitter 
(2) and receiver (6) are adapted subsequent to a given 
time interval to detecting asynchronous messages/commands 
25 as obsolete. 

10. Transmitter and receiver as claimed in any of the 
claims 6-9, 

characterized in that said clock (4) 
30 which cooperates with said transmitter (2) and said clock 
(8) which cooperates with said receiver (6), have a syn- 
chronization within a time range of approximately 1 sec. 
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